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Chapter 30 

 

Security 

 
The safety and security of our employees, cooperators, and collaborators is of paramount 

importance to ARS; security of research projects and products is key to our mission; and the 

protection of our facilities is critical to the conduct of that research.  Memorandum PM-01-002 

describes basic requirements for physical security and procedures for reporting suspicious activities 

and/or incidents at all facilities in the Northern Plains Area. It will be used in conjunction with other 

agency policy concerning the safety of employees and the security of our facilities.  This guidance 

is not intended to be comprehensive or to replace sound judgment on the part of supervisors or 

managers. 

 

The LincPass (HSPD-12) is becoming very important in how ARS conducts business.  The 

LincPass will soon be used for three purposes at some locations in the Northern Plains Area and two 

purposes everywhere else.  The three purposes are: 1) Physical Access to Facilities, 2) Access to 

Information Technology Systems, and 3) Federal Identification Card.  Everyone can use their 

LincPass for their Federal ID now.  Everyone that has Windows 7 operating system on their 

computer, can now use the LincPass for access to the following programs (WebTA, AgLearn, 

GovTrip and any other system that uses eAuthenication).  

 

The following locations will be using their LincPass for Physical Access by October of 2011:  Clay 

Center, Nebraska, NCGRP in Fort Collins, Colorado, Fargo, North Dakota, Manhattan, Kansas and 

Miles City, Montana.  Every location with a Physical access card system will be evaluated for 

upgrade by October 2012. 

 

At some point in the future, the LincPass will be used to gain access to your computer rather than 

using passwords.  This is called two-factor because you will use the LincPass plus your pin number 

to gain access. 

 

Acronyms: See Chapter 22 for a comprehensive list of commonly used acronyms. 

 

References:   

DM9610-2 – USDA Security Policies and Procedures for Laboratories and 

Technical Facilities (Excluding Biosafety Level (BSL)-3 Facilities) 

DM 9610-1 – USDA Security Policies and Procedures for Biosafety Level 

– 3 Facilities 

HSPD-8 – Homeland Security Presidential Directive (National  

Preparedness) 

HSPD-12 – Homeland Security Presidential Directive (Policy for a 

Common Identification Standard for Federal Employees and  

Contractors) 

P&P 243.4 – Issuing and Controlling ARS Identification Badges  

PGM-02-005 AFM-Facilities Division Policy Guidance Memorandum  

Physical Security in ARS Info. Technology Restricted Space 

PGM-04-004 - AFM-Facilities Division Policy Guidance Memorandum  

Physical Security Interim Policy 

Updated 2/1/2011 

http://www.ocio.usda.gov/directives/doc/dm610-002.pdf
http://www.ocio.usda.gov/directives/doc/DM9610-001.pdf
http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm
http://www.dhs.gov/xabout/laws/gc_1217616624097.shtm
http://www.afm.ars.usda.gov/ppweb/PDF/243-4-ARS.pdf
http://www.afm.ars.usda.gov/facilities/files/PGM-02-005.doc
http://www.afm.ars.usda.gov/facilities/files/PGM-04-004.doc
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NPA PM-01-002. Security at NPA Facilities 

   NPA PM-02-002. Children in the Workplace 

   NPA PM-03-003. Use of High Consequence Livestock 

Pathogens and Toxins, Listed Plant Pathogens and Select Agents  

and Toxins  

   NPA PM-05-005. Reporting security Incidents at NPA Facilities  

   NPA PM-05-006. Building Automation and Control Systems  

(BAS or BCS) 

 

 

Cross References: Chapter 5 - Correspondence 

Chapter 8 - Foreign Visitors 

Chapter 14 - Property 

Chapter 18 - Safety 

Chapter 25 - Media Contacts and Public Relations 

 

Web Site(s)  E-Qip Home Page 

    http://www.opm.gov/e-qip/browser-check.asp?check 

   Homeland Security Presidential Directive (HSPD) 12 

    http://hspd12.usda.gov/  

   USDA Personnel Security Home Page 

    http://www.dm.usda.gov/ohsec/pdsd/persec.htm 

 

Forms:  Fair Credit Reporting Release Form 

    http://www.dm.usda.gov/ohsec/pdsd/Web-Fair.pdf  

 

 

Points of Contact:  

 

Mike Wiggett, Deputy Area Director 

USDA-ARS-NPA 

Natural Resources Research Center 

2150 Centre Ave., Building D, Suite 310 

Fort Collins, CO  80526-8119 

Telephone:  (970) 492-7057 

Fax:  (970) 492-7065 

E-Mail:  michael.wiggett@ars.usda.gov 

 

 

Jeff Hayes, Director, Homeland Security 

USDA-ARS 

Research Operations and Management 

George Washington Carver Center 

5601 Sunnyside Ave., Rm. 2-1110 

Beltsville, MD 20705 

Telephone: (301) 504-1182 

Fax: (301) 504-1488 

E-Mail:  jeff.hayes@ars.usda.gov 

 

 

 

 

 

http://www.ars.usda.gov/SP2UserFiles/Place/54000000/Policies/PM-01-002%20Revised%202008.pdf
http://www.ars.usda.gov/SP2UserFiles/Place/54000000/Policies/PM-02-002%20Revised%202008.pdf
http://www.ars.usda.gov/SP2UserFiles/Place/54000000/Policies/PM-03-003%20Revised%202008.pdf
http://www.ars.usda.gov/SP2UserFiles/Place/54000000/Policies/PM-05-005.pdf
http://www.ars.usda.gov/SP2UserFiles/Place/54000000/Policies/PM-05-006%20Revised%202008.pdf
http://www.ars.usda.gov/Services/docs.htm?docid=16238
http://www.ars.usda.gov/Services/docs.htm?docid=16241
http://www.ars.usda.gov/Services/docs.htm?docid=16247
http://www.ars.usda.gov/Services/docs.htm?docid=16251
http://www.ars.usda.gov/Services/docs.htm?docid=16258
http://www.opm.gov/e-qip/browser-check.asp?check
http://hspd12.usda.gov/
http://www.dm.usda.gov/ohsec/pdsd/persec.htm
http://www.dm.usda.gov/ohsec/pdsd/Web-Fair.pdf
mailto:michael.wiggett@ars.usda.gov
mailto:jeff.hayes@ars.usda.gov

